Week 11
FAT32 Boot Sector,

Locating Files and Dirs

Classes COP4610/ CGS5765
Florida State University



Outline

Recap of last week’s lecture

o Introduction to project 3
o Introduction to FAT32

Starting Project 3

o How to parse the boot sector

o More on serialization

o Finding the root directory and files

o Understanding open, close, read, write




Recap — Intro to Project 3
and FAT32




Project 3

You will create a user-space utility to
manipulate a FAT32 file system image

o No more kernel programming!



FAT32 Manipulation Utility

Utility only recognizes the following built-in

commands:

open
close
create
rm
size

cd

IS
mkdir
rmdir
read
write



File System Image

Manipulation utility will work on a pre-
configured FAT32 file system image

o Actually a file
File system image will have raw FAT32 data
structures inside

o Just like looking at the raw bytes inside of a disk
partition



File System Image

Your FAT32 manipulation utility will have to
o Open the FAT32 file system image

o Read parts of the FAT32 file system image and
interpret the raw bytes inside to service your
utility’s file system commands...

...Just like a file system!



Terminology

Byte — 8 bits of data, the smallest
addressable unit in modern processors

Sector— Smallest addressable unit on a
storage device. Usually this is 512 bytes

Cluster — FAT32-specific term. A group of
sectors representing a chunk of data

FAT — Stands for file allocation table and is a
map of files to data



'FAT32 Disk Layout

= 3 main regions...

Reserved

Region

Track <«— Disk arm

Sector




Reserved Region

= Reserved Region — Includes the boot
sector, the extended boot sector, the file
system information sector, and a few other

reserved sectors

Reserved
Region

Additional
Reserved Sectors
(Optional)

FS Information

Boot Sector Qe




‘ FAT Region

= FAT Region — A map used to traverse the
data region. Contains mappings from cluster
locations to cluster locations

Reserved
Region

: : Copy of File Allocation
File Allocation Table #1 Table #1




Data Region

= Data Region — Using the addresses from
the FAT region, contains actual file/directory
data

Reserved
Region

\
\
\

Data until end of partition

\




Where to begin?

Mount the file system image with the OS
FAT32 driver and take a look around

Find the FAT32 spec from Microsoft inside
the image, read it
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File System Image Mount Example

$> sudo mount -o loop fat32.img /mnt
$> cd /mnt

fat32.img Is your image file
/mnt IS your mounting directory

Once the file is mounted, you can go into the
/mnt directory and issue all your normal file
system commands like:

o Is, cat, cd, ...

14




Hint

As you work, it might make sense to first take
a look at the raw file system image

Hexedit to the rescue!
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Hexedit

$> hexedit [filename]

View files in hexadecimal or ASCII

Why wouldn’t you want to view the file
system image file in your regular editor?
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‘ Hexedit

r@ user@copdb10: ~ ——— E@g“
00000000 IE 58 90 6D 6B 64 6F 73 66 73 00 00 02 01 20 00 .X.mkdosfs.... =
00000010 02z 00 00 00 00 F8 00 00 20 00 40 00 00 00 00 00 ........ Q...
00000020 00 00 02 00 F1 03 00 00 00 0D 00 00 02 00 00 DO  convevewewvee v
00000030 01 00 06 00 00 0D 90 00 OO DO 00 DO 00 OO 00 DO comememm e o
00000040 00 00 29 6éE FA 2E 43 20 20 20 20 20 20 20 20 20 ¥ SE
00000050 20 20 46 41 54 33 32 20 20 20 OE 1F BE 77 'IC AC FAT32 W |
00000060 22 c0h 74 OB 56 B4 OE BE. @F DO Ch 10 SEEB EQ 32 . L.¥.ouwwnw. B o
00000070 E4 CD 16 CD 19 EB FE 54 €8 69 73 20 69 73 20 6E ....... This is n
000000E0 6F 74 20 61 20 &2 6F 6F 74 61 62 6C 65 20 64 69 ot a bootable di

00000090 73 6B 2E 20 20 50 6C 65 61 73 €5 20 69 6E 73 65 sk. Please 1nse
000000AOD 72 74 20 €1 20 &2 oF 6F 74 &1 &2 €C 65 20 66 6C rt a bootable f1l
000000BO e6F 70 70 79 20 &1 6E &4 0D O0A 70 72 65 73 73 20 oppy and..press
0o0000co €l €6E 79 20 eB &5 79 20 74 eF 20 74 72 79 20 &l any key to try a
000000D0 €7 €61 69 6E 20 2E 2E 2E 20 0D OA 00 00 00 00 00 galn ... wsuwuaa.
000000EQ oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans
000000FO 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000100 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000110 g0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ sewesewnnnnnnnns
00000120 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000130 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns

IDDDDDI4D 0o 00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 @ wewewewnnnnnnnns
00000150 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000160 0o 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 @ ..eeeeewnonnnnnns
00000170 0o 00 00 00 OO0 OO0 OO0 OO0 OO OO OO OO OO0 OO0 Q00 Q0 @ wewwwewwnnnnnnnns
000001E0 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000150 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans



. Line
‘ Hexedlt numtIJers in

i @ user@copdb10: ~ m* Elﬂlgﬂ

00000008 IB 58 00 02 01 20 00 . X.mkdosIs.... =
goooo010 02z 00 00 00 00 F8 00 00 20 00 40 00 00 00 00 00 ........ AL ...
0ooooo0za0 00 00 02 00 F1 03 00 00 00 0D 00 00 02 00 00 DO  convevewewvee v
00000030 01 00 06 Q0O OO0 00 0D OO0 OD OD OD DO OO0 OD OO0 DD .ccvecmmmmmnnsws
00000040 00 00 29 6E FA 2E 43 20 20 20 20 20 20 20 20 20 ..)n..C

00000050 20 20 46 41 54 33 32 20 20 20 OE 1F BE 77 'IC AC FAT32 sl
00000060 22 c0 74 OB 56 B4 OE BE. 0OF OO CB 10 SEEB Ei 22 ".E.¥W.swes. S
gooooo7ao E4 CD 16 CD 19 EB FE 54 €8 69 73 20 69 73 20 6E ....... This is n

000000E0 6F 74 20 61 20 &2 6F 6F 74 61 62 6C 65 20 64 69 ot a bootable di
0o0oo0sao 73 6B 2E 20 20 50 6C 65 61 73 65 20 69 6E 73 €5 sk. Please 1nse
000000AOD 72 774 20 81 20 82 6F 6F 74 &1 &2 6C 65 20 66 6C rt a bootable fl
0o0000BO eF 70 70 79 20 &1 6E €4 0D OA 70 72 65 73 73 20 oppy and..press
gooooaocao €l €6E 79 20 eB &5 79 20 74 eF 20 74 72 79 20 &l any key to try a
000000D0 €7 €61 69 6E 20 2E 2E 2E 20 0D OA 00 00 00 00 00 galn ... wsuwuaa.
000000EQD oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans
000000FO0 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000100 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000110 g0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ sewesewnnnnnnnns
00000120 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000130 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000140 0o 00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 @ wewewewnnnnnnnns
00000150 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000160 0o 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 @ ..eeeeewnonnnnnns
0oooo17a0 0o 00 00 00 OO0 OO0 OO0 OO0 OO OO OO OO OO0 OO0 Q00 Q0 @ wewwwewwnnnnnnnns
000001€0 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000150 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans




‘ Hexedit

i @ user@copdbll: ~
00000000 EB
00000010 02
00000020 00
00000030 01
00000040 00
00000050 20
00000060 22
00000070 E4
00000080  &F
J00000090 73
000000R0 72
000000BO  6F
000000CcO 61
000000D0 &7
000000E0 00
000000F0 00
00000100 00
00000110 00
00000120 00
00000130 00
00000140 00
00000150 00
00000160 00
00000170 00
00000180 00
00000190 00

58
aa
0a
00
0o
20
cO
CD
74
6B
74
70
6E
6l
0o
00
00
aa
00
00
a0
00
aa
aa
00
0o

Content in
hex
(=] E ]
90 6D 6B 64 6F 73 66 73 00 00 02 01 20 00 .X.mkdosfs....
00 00 00 F8 00 00 20 00 40 00 00 00 00 00 .+.veuonn Q...
D2 D0 F1 03 00 00 OO0 00 DD 00 02 00 00 DD cenvse e vl
D6 00 00 0D 00 DO OD OD DD D0 QD OD 0D DD .. vecevcvnnnnnna
29 6E FA Z2E 43 20 20 20 20 20 20 20 20 20 EnG: a6
46 41 54 33 32 20 20 20 OE 1F BE 77 7C AC FAT32 W |
74 OB 56 E4 OE BB 07 00 CDh 10 5K EB FO 32 ".t.¥W....... B 3
16 €0 1Y EB FE 534 &8 69 73 20 69 13 20 6E susosus This is n
20 61 20 62 6F 6F 74 61 62 6C 65 20 64 69 ot a bootable di
2E 20 20 50 eC 65 61 73 65 20 €9 6E 73 &5 sk. Please 1nse
20 81 20 &2 eF 6F 74 61 &2 eC &5 20 66 6C rt a bootable fl
70 79 20 61 eE 64 0D 0OA 70 72 65 73 73 20 oppy and..press
79 20 6B &5 79 20 774 6F 20 74 T2 79 20 &1 any key to try a
€9 6E 20 2E 2ZE 2E 20 0D 0A 00 00 00 00 00 galn ... weeenan
00 00 00 00 00 OO0 0O 00 QOO0 OO0 OO0 00 00 00 @ sevevennnnnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 00 00 OO0 QOO0 00 00 00 00 00 @ sevevennnnnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 00 0O OO0 Q0 00 00 00 00 00 @ weveweensnnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 OO0 00 OO0 Q00 00 00 00 00 00 @ sevenennnnnnnnns
00 00O OO0 00 00 OO0 OO0 OO0 QOO0 OO OO0 00 00 00 @ weveswennnnnmnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ +evewennnnnnnnns
00 00 00 00 00 OO0 0O 00 QOO0 OO0 OO0 00 00 00 @ sevevennnnnnnnns




. Content in
‘ H CXC dlt printable
ASCII
"B user@cop4610: ~ r _ ) E=REal™x)

00000000 [EB 58 ;
00000010 02 00 00 00 00 F8 00 00 20 00 40 00 00 00 00 00 ........ IR
00000020 00 00 02 00 F1 03 00 00 00 00 00 00 02 00 00 00 +uveveuweunnnnnns
00000030 01 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 +uvuveuweuennnnns
00000040 00 00 29 6E FA 2E 43 20 20 20 20 20 20 20 20 20 ..)n..C

00000050 20 20 46 41 54 33 32 20 20 20 OE 1F BE 77 'IC AC FAT32 sl
00000060 22 c0 74 OB 56 B4 OE BE. 0OF OO CB 10 SEEB Ei 22 ".E.¥W.swes. S
gooooo7ao E4 CD 16 CD 19 EB FE 54 €8 69 73 20 69 73 20 6E ....... This is n

000000E0 6F 74 20 61 20 &2 6F 6F 74 61 62 6C 65 20 64 69 ot a bootable di
0o0oo0sao 73 6B 2E 20 20 50 6C 65 61 73 65 20 69 6E 73 €5 sk. Please 1nse
000000AOD 72 774 20 81 20 82 6F 6F 74 &1 &2 6C 65 20 66 6C rt a bootable fl
0o0000BO eF 70 70 79 20 &1 6E €4 0D OA 70 72 65 73 73 20 oppy and..press
gooooaocao €l €6E 79 20 eB &5 79 20 74 eF 20 74 72 79 20 &l any key to try a
000000D0 €7 €61 69 6E 20 2E 2E 2E 20 0D OA 00 00 00 00 00 galn ... wsuwuaa.
000000EQD oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans
000000FO0 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000100 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000110 g0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ sewesewnnnnnnnns
00000120 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000130 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000140 0o 00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 @ wewewewnnnnnnnns
00000150 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000160 0o 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 @ ..eeeeewnonnnnnns
0oooo17a0 0o 00 00 00 OO0 OO0 OO0 OO0 OO OO OO OO OO0 OO0 Q00 Q0 @ wewwwewwnnnnnnnns
000001€0 0o 00 00 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 D0 @ weveeieennannnnns
00000150 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .sewewewnnnnnnnans




Hexadecimal Hints

Hex is base 16 — one hexadecimal can
represent 0-15
It takes 4 binary bits to represent values 0-15

2 0000 = 0
01111 =15
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Hexadecimal Hints

If it takes 4 bits to represent one
hexadecimal number, it takes 8 bits to
represent two hexadecimal numbers

0 8 bits = 1 byte

Two hex numbers together symbolize one
byte

o That's why hex numbers are in groups of two

22



Endianness

FAT32 is represented in little endian byte
order

o Reading left to right, you encounter least-

significant byte first

o What 32-bit number is this? 0x0000040 or

0x400000007

@ user@copdb10: ~ l = | (=] |ﬁr
00000000 EB 58 90 eD 6B €4 6F 73 66 73 00 00 02 01 20 00 .X.mkdosfs.... . i
00000010 0z 00 00 00 00 F8 00 00 20 00|40 00 Q0 Q0O0J 00 00 ..eeeueo. . @.....
00000020 00 00 02 00 F1 O3 00 00 00 00 UUUU UZ 00U 00 00 @ .weuwuwuwnnnnnnnnnns
00000030 01 00 Oe 00 OO0 OO0 OO0 OO0 0O OO0 OO0 OO0 OO0 00 00 00 @ wevevieennannnnns
00000040 00 00 29 €eE FA Z2E 43 20 20 20 20 20 20 20 20 20 )Jn..Cc

00000050 20 20 46 41 54 33 32 20 20 20 0E 1F BE 77 77C AC FAT3Z2 ce W]
00000060 22 Cc0O 74 0B D56 B4 OE BB 07 00 CD 10 5S5E EB FO 32 t.v. R
00000070 E4 CD 16 CD 19 EB FE 54 &8 &9 73 20 €9 73 20 6E  ....... This is n




-

Endianness

Why are characters in order (readable) if
some numbers are not?

@ user@copdbll: ~ =NNCIN X
00000000 EB 58 %0 6D ©B €4 eF 73 €6 73 00 00 02 01 20 00 .X.mkdosfs.... i
00000010 02z 00 00 OO OO0 FE OO0 OO0 20 OO 40 0O OO0 00 QOO0 00  w.ieeenn. B
00000020 00 00 02 00 F1 O3 00 00 OO OO OO0 OO 0Z 00 00 00 @ weieieneinnnnnannans
00000030 01 00 Oe 00 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 @ .sevennnnennnnnns
00000040 00 00 29 eE FA ZE 43 20 20 Z0 Z0 20 Z0 20 20 20 Jn..C

00000050 20 20 46 41 54 33 32 20 20 20 OE 1F BE 77 7C AC FAT32 W |
000000&0D 22 C0O 74 0B 5S¢ B4 OE BB 07 00 CD 10 O5E EB FO 32 ".t.V....... P
00000070 E4 CD 16 CD 19 EB FE 54 €8 €9 73 20 €9 73 20 6E ....... This is n
00000080 6F 74 20 61 20 62 6F 6F 74 61 62 6C 65 20 64 69 ot a bootable di
jjI00000050 73 6B 2E 20 20 50 eC &5 61 73 €5 20 69 6E 73 65 sk. Please inse
000000AD 72 74 20 €1 20 e2 eF eF 74 &l €2 6C €5 Z0 66 6C rt a bootable fl
000000BO eF 70 70 79 20 el eE €4 0D OA 70 72 €5 73 173 20 oppy and..press

24




Endianness

You must account for little endianness
across bytes when reading in numbers of
size larger than one byte

o Characters are only one byte, no re-ordering
necessary

25



Starting Project 3




Parse the Boot Sector

We need to gather important information
about the file system in the boot sector

27



Important Boot Sector Information

Size of each region
BPB_BytesPerSec
BPB_ SecPerClus

BPB RsvdSecCnt
BPB_NumFATS

BPB FATSz32

Root directory (first directory in tree)
o BPB RootClus

Warning: this list is not exhaustive!

CcC O O O DO

28



‘ Important Boot Sector Information

= BPB_ BytesPerSector
o Offset 11, size 2 bytes
0 0x0200 = 512

F@ user@copdb10: ~ — e E@ﬂj
00000000 IB 58 90 6D ©B &4 &F 73 &6 73 00|00 02101 20 00 .X.mkdosfs.... . i
00000010 02z 00 00 00 00 F8 00 00 20 00 40 0O 00 00 00 00 ...eeea. . @.....

00000020 00 00 02 00 F1 O3 00 00 OO OO OO 00 0Z 00 00 00 @ wevewennnnnnnnns
00000030 01 00 Oe 00 OO0 OO0 OO0 OO0 0O OO0 OO0 OO0 OO0 00 00 00 @ wevevieennannnnns

00000040 00 00 29 €eE FA Z2E 43 20 20 20 20 20 20 20 20 20 ..)n..C
00000050 20 20 46 41 54 33 32 20 20 20 0E 1F BE 77 7C AC FAT32 c. W]
00000060 22 Cc0O 74 0B 56 B4 OE BB 07 00 CD 10 B5E EB FO 32 ".t.V......."..Z2

00000070 E4 CD 16 CD 19 EB FE 54 &8 &9 73 20 €9 73 20 6E  ....... This is n




Next Steps

After you have parsed the boot sector and

saved key values, you may want to find the
root directory

o Everything starts here...

30



Finding the Root Directory

Figure out the root directory cluster
number from the boot sector

31



'Finding the Root Directory

= BPB RootClus
o Offset 44, size 4 bytes
1o 0x00000002 = 2

F@ user@copdb10: ~ — E@ﬂj
00000000 IB 58 90 6D ©B 64 &F 73 &6 73 00 00 02 01 20 00 .X.mkdosfs.... . i
00000010 02z 00 00 00O 00 F8 00 00 20 00 40 00 Q0 00 00 00 ........ . @.....

00000020 00 00 02 00 F1 O3 00 00 OO OO0 OO 00 PZ 00 00 Q00 wewewnnnnnnnnnns
00000030 01 00 Oe 00 OO0 OO0 OO0 OO0 0O OO0 OO0 OO0 OO0 00 00 00 @ wevevieennannnnns

00000040 00 00 29 €eE FA Z2E 43 20 20 20 20 20 20 20 20 20 ..)n..C

00000050 20 20 46 41 54 33 32 20 20 20 0E 1F BE 77 7C AC FAT32 c. W]
00000060 22 Cc0O 74 0B 56 B4 OE BB 07 00 CD 10 B5E EB FO 32 ".t.V......."..Z2
00000070 E4 CD 16 CD 19 EB FE 54 &8 &9 73 20 €9 73 20 6E  ....... This is n




Finding the Root Directory

Figure out where the root directory starts in
the data region, where N=cluster number

o (We just found N=2)

FirstSectorofCluster = ((N — 2) * BPB SecPerClus) +
FirstDataSector;

33




Finding the Root Directory

Read in the root directory structure located
at the first sector of the root directory cluster

" 5
@ user@copdbll: ~ - ——— - — S - l =HEc ﬁ
Q001003F0 o0 O0 QO OO0 OO0 OD OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 ... eiemnmnmnnn -
00100400 Il 63 00 eF ©OO0 ©4 00 €5 OO0 OO0 00 OF OO FE FF FF &Ac.o.d.2........
00100410 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF ... i v i innnnnn
00100420 43 4F 44 45 20 20 20 20 20 20 20 10 OO0 o4 B2 eC CODE d.1l
00100430 5C 3D 5C 3D 00 00 B2 &C 5C 3D 03 00 00 00 00 00 AN=\=...1\=......
00100440 41 &4 00 €5 OO0 72 00 73 OO0 OO0 00 OF OO 5D FF FF &ad.i.r.=s..... |

IGDlGO&EG FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF ...........c0.0..
00100460 44 45 52 53 20 20 20 20 20 20 20 10 OO0 o4 B2 eC DIRS d.1l
00100470 5C 3D 5C 3D 00 00 B2 &C 5C 3D 07 00 00 00 00 00 MN=\=...1%\=...... —
00100480 41 66 00 €1 OO 74 00 &7 OO0 &5 00 OF OO0 16 6E 00 Af.a.t.g.B....n
00100490 31 00 30 00 33 00 2E OO 7O OO0 OO0 OO0 o4 OO0 &6 OO0 1.0.3...p...d.E.
00100440 46 41 54 47 45 4E TE 31 50 44 46 Z0 00 &4 B2 eC FATGEN~1FDF .d4.1
00100480 5C 3D 5C 3D 00 00 B2 &C 5C 3D 11 00 FD 8% 07 00 AN=\=...1\=......
001004CO 41 46 00 41 OO0 54 00 &89 OO0 &E OO0 OF OO0 DZ2 &6 00 AF.A.T.i.m....E =
00100400 6F 00 2E OO 74 00 78 00 74 00 00 00 OO OO0 FF FF o...C.H.TC.......
001004ED 46 41 54 45 4E 46 4F 20 54 5B 54 20 00 o4 B2 eC FATINFO TRT .d.1
001004F0 5C 3D 5C 30 00 00 B2 6C 5C 3D D6 03 35 01 00 00 A=\=...1%\=..5...
00100500 41 &6 00 €5 OO0 &C 00 ©5 OO0 73 00 OF OO 79 00 00 Af.i.l.e.s...¥w..0.[

| fat3Z.img --0x100400/0x4000000-—————————— e 0. =

2 ——




Finding the Root Directory

Does the root directory span more than one
cluster? Look up the next cluster number
in the FAT.

a0 Find ThisFATSecNum and ThisFATEntOffset for
the current cluster number

a0 Goto ThisFATSecNum and read the 32-bit
unsigned value starting at offset
ThisFATEntOffset

o FAT will either give you the next cluster number in
the directory or the End of Cluster Chain value

35



What exactly is the FAT?

Files and directories may span multiple
clusters

FAT is a database or array of pointers to the
next cluster number of the file or directory

36



'Finding the Root Directory

= Next cluster number of root directory in FAT
0 EoC=0xOFFFFFF8 — directory does not go on

.
@ user@copdbll: ~ [=] Iﬂh_J
Q00004000 Fg8 FF FF OF FF FF FF OF .IS FF FF OF | FF FF FF OF .....ciecearunnns -
00004010 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF .....¢cvecuavann
Q0004020 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF .....vcccanuannns
Q00004030 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF .....vcccanuannns
00004040 FF FF FF OF 12 00 00 00 13 00 00 00 14 00 00 00 ..vevvevecnarans
Q00004050 15 00 00 O0 1 OO OO QO 17 OO OO0 OO0 8 00 00 00 ... ieiemennmnnns
Qo0004080 15 00 OO0 OO0 14 OO OO OO0 1B OO0 OO0 00 1C 00 00 00 @ .&.ivecvevennnnnns
Q0004070 i 00 00 00 1E OO0 OO0 00 1F OO0 OO0 00 20 00 00 00 ... cvcuce.n
Q0004080 21 00 00 OO 22 00 OO OO0 23 OO0 OO0 OO0 24 00 QO QO '..."...%...% —
Q000040390 25 00 00 00 2o 0O OO OO 27 OO OO Q00 28 00 OO0 00 %...&..."'. {
000040A0 29 00 00 00 2A OO0 OO0 OO0 2B OO0 OO0 OO0 2C 00 OO0 Q0 ). T
Q0004080 ZD 00 OO0 00 2Z2E OO OO0 Q0 2Z2F OO0 OO0 OO0 30 00 00 00 —-....... A o
Qo0040C0 31 00 OO0 OO0 32 OO0 OO OO0 33 00 OO OO0 34 OO0 OO0 00 1...Z2 3...49.. | I
Q00004000 35 00 00 00 3¢ 0O OO Q0O 37 OO0 OO0 00 8 00 00 00 5...6...7...8.. -

§|0000420ED 35 00 00 00 34 OO0 OO0 OO0 3B OO OO OO0 3C 00 OO0 00 S5...:... I
Q00040F0 3D 00O 00 OO 3E OO0 OO OO0 3F OO OO0 OO0 40 00 Q00 00 =...>»...7...@
00004100 41 00 OO0 OO0 42 OO0 OO0 OO0 43 OO0 OO0 OO0 44 OC OO0 OO0 A...B...C...D

= (00004110 43 00 OO OD 46 OO0 OO OO 47 OO0 OO OD 48 00 OO OO E...F...G...H...D0.|

-—— fat3id.img --0x4008/0x4000000-—————————————— 0. -
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Finding the Root Directory

= Next cluster number of root directory in FAT

0 EoC=0xOFFFFFF8 — directory does not go on
useﬂ@cc:p-dﬁlﬂ'm _u1
00004000 FB8 FF_Ef OF FF FF FF OF |iﬂ FF FF DFI FF FF FF OF ... .t eennnnnns -

(00004010 FF FF FF OF FF FF FF OF FF FF OF FF FF FF OF .......c.ccccu.n..
00004020 FF FF FF OF FF FF FF OF FF FF OF FF FF FF OF ... ucinennnnnns
00004030 FF FF FF OF FF FF FF OF FF FF OF FF FF FF OF ... ucinennnnnns
00004040 FF FF FF OF 12 00 00 00 00 14 00 00 00 .....0.ioieanann
Q0004050 15 00 00 00 00 18 00 00 00 ... .inieimnmnnnn

00004060 1% 00 00 00 cherw|se th|3 00 1C 00 00 00 evvnvvuvnrneenens
00004070 1D 00 00 00 | h 00 20 00 00 00 vevenvenennn e
00004080 21 00 00 00 WOUdbet € 00 24 00 00 00 '..."...%...5... —
00004090 25 00 00 00 next cluster 00 28 00 00 00 %...&..."-v.(...
000040R0 29 00 00 00 00 2C 00 00 00 )...®...+...,
000040BO 2D 00 00 00 number... 00 30 00 00 00 —....... /...0
000040C0 31 00 00 00 32 00 00 OO0 33 00 00 00 34 00 00 00 1...2...3...4 | I
000040D0 35 00 00 00 36 00 00 OO0 37 00 00 00 38 00 00 00 5...6...7...8... |5
J/O00040E0 39 00 00 00 3A 00 00 00 3B 00 00 00 3C 00 00 00 9...t...i...<...
000040F0 3D 00 00 00 3E 00 00 00 3F 00 00 00 40 00 00 00 =...»...7...@
00004100 41 00 00 00 42 00 00 00 43 00 00 00 44 00 00 00 A...B...C...D...
00004110 45 00 00 00 46 00 00 00 47 00 00 00 48 00 00 00 E...F...G...H...0.

——— fat32.img ——0X4008/ DXA00 0000 ——— e e 0. =




Directory Structure

Each directory is made up of one or more
directory entries that contain

o File name (or sub-directory name)

o Attributes

o First cluster number
Cluster number where file or directory in question starts

o More...

39



Finding Files and Directories

Files and sub-directory entries can be found
by going to their first cluster number

o Found in the directory entry

40



Finding fatgen103.pdf

= Suppose we have read in the root direcotry
and want to find the file ‘fatgen103.pdf’

- 5
@ user@copdbll: ~ ———— ——— - — S - l =HEc ﬁ
Q001003F0 o0 O0 QO OO0 OO0 OD OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 ... eiemnmnmnnn
00100400 Il 63 00 eF ©OO0 ©4 00 €5 OO0 OO0 00 OF OO FE FF FF &Ac.o.d.2........
00100410 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF ... i v i innnnnn
00100420 43 4F 44 45 20 20 20 20 20 20 20 10 OO0 o4 B2 eC CODE Y P
00100430 5C 3D 5C 3D 00 00 B2 &C 5C 3D 03 00 00 00 00 00 AN=\=...1\=......
00100440 41 &4 00 €5 OO0 72 00 73 OO0 OO0 00 OF OO 5D FF FF &ad.i.r.=s..... 1..

IGDlGO&EG FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF ...........c0.0..
00100460 44 45 52 53 20 20 20 20 20 20 20 10 OO0 o4 B2 eC DIRS edl1
00100470 5C 3D 5C 3D 00 00 B2 &C 5C 3D 07 00 00 00 00 00 MN=\=...1%\=......
00100480 41 66 00 €1 ©OO0 74 00 &7 OO0 &5 00 OF OO0 16 6E 00 A&Af.a.t.g.e....@n.

00100490 31 00 30 00 33 00 2E OO 7O OO0 OO0 OO0 o4 OO0 &6 OO0 1.0.3...p...d.E.
001004A0 46 41 54 47 45 4E TE 31 50 44 46 20 00 64 B2 eC FATGEN~1FDF .d.1
00100480 5C 3D 5C 3D 00 00 B2 &C 5C 3D 11 00 FD 8% 07 00 AN=\=...1\=......
001004CO 41 46 00 41 OO0 54 00 €5 OO0 6E 00 OF OO0 D2 66 00 AF.A.T.i.m....E.
00100400 6F 00 2E OO 74 00 78 00 74 00 00 00 OO OO0 FF FF o...C.H.TC.......
001004ED 46 41 54 45 4E 46 4F 20 54 5B 54 20 00 o4 B2 eC FATINFO TRT .d.1
001004F0 5C 3D 5C 30 00 00 B2 6C 5C 3D D6 03 35 01 00 00 A=\=...1%\=..5...
00100500 41 &6 00 €5 OO0 &C 00 €5 OO0 73 00 OF OO 7% OO0 00 &Af.i.l.e.5...¥..0.
-—— fat3Z.img --0x100400/0x4000000-—————————— e 0.

-

L1




Finding fatgen103.pdf

= Suppose we have read in the root direcotry
and want to find the file ‘fatgen103.pdf’

— - — — - E=NEER)

00 00 00 00 00 00 00 00 00 00 00 00 +uvururunnnnnnnn -
: 00 €4 00 &5 00 00 00 OF 00 FE FF FF Ac.o.d.&........

Directory entry for FF FF FF FF FF FF 00 00 FF FF FEF FF  ...uvuvnrnrnnnnn

fatgen103.pdf 20 20 20 20 20 20 20 10 00 &4 B2 &C CODE ..d.1

00 00 B2 6C 5C 3D 03 00 00 00 00 00 A=\=...1\=......

00 72 00 73 00 00 00 OF 00 5D FF FF Ad.i.r.s..... 1..

FF FF FF FF FF 00 00 FF FF FF FF  ...cvuvnvnnnrnnn

h B user@copd610: ~

00100440 41
!DGJDD&ED FF FF

00100460 44 49 20 20 20 20 20 10 00 &4 B2 &C DIRS ..d.1 "
00100470  5C 3D B0 B2 6C 5C 3D 07 00 00 00 00 00 A\=\=...1%\=...... L
opiloo0480 (41 €6 00 61 00 74 00 67 0O 65 00 OF 00 16 6E 00| Af.a.t.g.e....0.
00100490 |31 00 30 00 33 00 2E 00 70 OO0 00 00 &4 00 66 00| 1.0.3...p...d.E.
001004R0 |46 41 54 47 45 4F TJE 31 50 44 4§ 20 00 64 B2 6C | FATGEN~1PDF .d.1 “
001004B0  |5C 3D 5C 3D 00 00 B2 6C 5C 3D 11 00 FD 89 07 00| v=\=...1\=......
001004C0 21 46 00 41 00 52 00 &3 00 GE 00 OF OO0 D2 66 00 AF.A.T.i.n....f. |5

00100400 6F 00 2E OO0 74 00 78 00 74 OO0 00 00 OO OO0 FF FF o...C.H.TC.......
001004ED 46 41 54 45 4E 46 4F 20 54 5B 54 20 00 o4 B2 eC FATINFO TRT .d.1
— |001004F0 5C 3D 5C 30 00 00 B2 6C 5C 3D D6 03 35 01 00 00 A=\=...1%\=..5... ,
00100500 41 &6 00 €5 OO0 &C 00 €5 OO0 73 00 OF OO 7% OO0 OO0 hf.i.l.e.s...y..ﬂ._Jﬂ

| fat32.img ——DE100400/ 0X4000000 ——————m e e 0. -
S 2020 020 20 2 - il




Finding fatgen103.pdf

e
= Entry’s first cluster number
o 0x000011 =17

" |
B user@eopi6ll: - D R R B S
001003F0 00 OO0 00 OO Q0 OO0 00 OO0 OO0 00 00 00 00 00 00 00 4. i v eeeemnmun- &
00100400 I1 63 00 6F OO0 &4 00 &5 OO0 00 00 QOF OO0 FE FF FF fc.o.d.2...vueun
00100410 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF ... vcnnennnnns
00100420 43 4F 44 45 20 20 20 20 20 20 20 10 00 &4 BZ &C CCLDE d.1l
00100430 S5C 3D 5C 3D 00 00 B2 &C &5C 3D 03 00 00 00 00 00 MN=\=...1%=......
00100440 2 g0 5D FF FF Ad.i.r.3..... ]
IDG:LCID-&ED H|gh Word LOW Word FF FF FF FF ... ...
00100460 00 64 B2 eC DIES d.1l
00100470 sC eC 5C 00 00 00 00 MA=\=...1%\=...... —
00100480 41 &6 00 00 87 00 00 18 6E 00 Af.a.t.g.e n
00100430 31 00 30 ZE 00 7O 64 00 &6 00 1.0.3...p...d.E.
001004A0 4p 41 54 TE 31 50 00 64 B2 &C FATGEN~1FDF .d4d.1
00100480 sC 3D 3C BE eC 5C FD 8% 07 00 A=\=...1\=......
001004C0 41 46 00 41 00 54 00 &9 0O 00 D2 &6 00 AF.A.T.i.n £ =
00100400 6F 00 2E QOO0 74 00 78 00 74 00 00 00 OO0 OO0 FF FF oO...L.X.C..ouvuaun
001004ED 456 41 54 49 4FE 46 4F 20 54 58 54 20 00 &4 BZ eC FATINFO TRT .d.1
001004F0D 5C 3D 5C 3D OO0 OO0 BZ GC 5C 3D DA 03 35 01 00 00 *Mw=\=...1%=..5..
00100500 41 &6 00 ©9 OO0 ©C 00 5 OO0 73 00 OF OO0 795 00 00 Af.i.l.2.3...%.
———=  fat32.img ——0x100400,/ /04000000 —————————————




Finding fatgen103.pdf

» Plug N=17 Iinto FirstSectorofCluster

equation, go to that sector...

@ user@copdbl0: ~

001021F0 00 00
ooloz200 @5 s0
00102210 C3 9F
00102220  6E &7
00102230 72 2F
00102240 73 74
00102250 F7 FA
00102260 D8 02
00102270 C6 46
ool0zzeo 92 C1
00102280  3C 29
001022R0 F8 7F
001022B0 &8 AT
001022C0 BE 8B
001022D0 21 17
001022E0 75 C1
001022F0 DS 26
——— fat3Z.img

00 OO0 00 0D OO0 OO0 00
46 2D 31 2E 34 0O&A 25
32 20 30 20 eF 62 &4
68 20 33 20 30 20 52
6C 61 74 &5 44 &5 &3
65 61 6D 0 78 3C ED
3L OF 50 &D EE 35 04
g8 BC 83 FD Ce 82 31
o6 25 5% 45 De 3C 65
g 11 24 73 31 7T7 Fe
8% &C 2B E5 54 Al FC
3F 8F BF 1F 33 56 96
24 EB 58 23 FC FB E3
CF 07 1B 7C &9 43 DO
DD 54 21 &F &b B2 98
BE DO &0 CS 94 C1 05
BT 03 BS5 64 88 Bl 08
-—-0x102200/0x4000000

6a

iPDF-1.4.%......

.2 0 obj.<</Le
ngth 3 0 R/Filte
r/FlateDecode>>.
SCream.x..=....r

m
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Finding fatgen103.pdf

= Does the file continue after this cluster?

o Look up current cluster number 17 in FAT...

Continues to

@ user@copdbll: ~

lDGDG&DDD Fg
00004010 FF
00004020 FF
Q0004030 FF
Q00004040 FF

00004050 15
00004060 135
00004070 in
Q0004080 21
Q00004090 25
000040A0 23
00004080 2D
000040C0 31
Q00040D0 35
j|000040ED 33
000040F0 3D
00004100 41
00004110 45

fat3iZ.imo

FF
FF
FF
FF
FF
00
00
Qo
Qo
0o
00
00
Qo
Qo
0o
00
00
Qo

FF
FF
FF
FF
FF
o0
o0
o0
oo
oo
o0
o0
o0
oo
oo
o0
o0
o0

OF FF FF FF

OF FF FF FF

OF FF FF FF

OF FF FF FF

oF |12 0o 00

00 16 00 00 00 17

00 1A 00 00 00 1B

00 1E 00 00 00 1F

00 22 00 00 00 23

00 26 00 0D 0O 27

00 2A 00 00 00 2B

00 2E OO0 00 00 2F

00 32 00 00 00 33

00 36 00 00 00 37

00 3A 00 00 00 3B

00 3E 00 00 00 3F

00 42 00 00 00 43

00 46 00 OO0 0O 47
-—0x4008/0x4000000

cluster 0x12=18!

00 00 00 1C 00 00 00 ..o vweenennnnnns
00 00 00 20 00 00 00 ............
oo 00 0O Z4 Q0O OO OO 1! A g
00 00 0O 28 00 00 00 F,...&...". [
00 00 00 2C 00 00 00 ) I
00 00 00 30 00 00 00 —....... fFo..0
o0 00 00 34 00 OO0 OO0 1...2...3 4
o0 00 OO 38 00 00 OO0 5...68...7 i
00 00 OO0 3IC 00 OO0 OO0 9...:... H <«
00 00 00 40 00 00 00 = e B
00 00 00 44 00 OO0 OO0 A B...C ]
00 00 00 48 00 OO0 00 E F...G& H

m
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Summary of Finding Files/Dirs

Find first cluster number in directory entry of
interesting file or directory

Figure out the sector to read using cluster number
and FirstSectorofCluster equation

Read that cluster

Figure out if file or directory continues past cluster
by looking up FAT[current cluster number]

o If EoC mark stop

o Else go to 3 with cluster=FAT][current cluster number]

46



File System Utility
Operations

Open, Close, Read, Write



Starting our Utility

S>./fat32_reader fat32.img
/]

Fat32_ reader is name of our utility

Should return a different prompt (like “/]”) to
symbolize that user is inside utility

48



Handling Open Files

An open file is a file we allow |/O operations
to be performed on

o read

o write

To handle open files, we must maintain a
table of files that are open



Opening Files

/]

open “fatinfo.txt” rw

If “fatinfo.txt” is found in the current
directory, open “fatinfo.txt”

o In order to find fatinfo.txt, you must be able to
interpret the current directory and determine
whether fatinfo.txt is part of that directory

Once you open fatinfo.txt, store its name (at
least) in the open file table



I/0O on Open Files

/]

read “fatinfo.txt” 0 100

Only allow the read if fatinfo.txt is open

In order to read fatinfo.txt, you must look
into the open file table, look up the address
of fatinfo.txt (or store it with its name), and
read enough of the data clusters to satisty
the read request



I/0O on Open Files

/] write “fatinfo.txt” 0 “Hello”

If write stays within the cluster
o Just write data

If write goes beyond cluster

1. Find a free cluster, remember as
next_cluster number

2. Change FAT[current_cluster] from EoC to
next_cluster number

5.  Change FAT[next_cluster_number] to EoC
4. Write the data in the cluster next_cluster number

52



Closing Files

/1] close “fatinfo.txt”

Remove this file’s entry from the open file
table

53



To Do

Write code to parse the boot directory
o Cannot go anywhere without this code

Write code to open and close files
Write code to read directories and files
Try writing to files and directories

54



‘ Next Time

= Discussion of other file operations
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