UNI CS 3430 
Operating Systems

Suggested Exercise #6
________________________________________________________________________

Note:  The point of the exercises is to help you reflect on and better understand the course material for the test.  This material and types of questions will probably show up on the exams.  We will go over answers to the questions before the exam.  Covers Sessions 29 and 30.

Vocabulary to know [Session 29]: Metadata, fsck, Journal, Transaction, Commit, Striping, Characteristics of a transaction, Steps to a transaction, RAID levels (Level 0, Level 1, Level 5)
Vocabulary to know [Session 30]: Security, Protection, Access matrix, Access control list, Capability list, Three goals of security (confidentiality, data integrity, system availability). Three security components (authentication, authorization, enforcement), Classes of security problems (Eavesdropping, abuse of privilege, imposter, Trojan horse, salami attack, logic bomb, denial-of-service attacks), 3-Factor authentication (What you are, What you have, What you know)

Questions and Short Answers:

1. [Session 29] Please explain the reasons why we use transactions in file systems.

2. [Session 30] Please explain the difference between an access control list and capability list.  Which one is typically used for file permissions, and why do you think that is the case?  
3. [Session 30] In the following public key encryption scenarios where you are communicating with me, please tell me the secrecy/authentication purpose of the following exchanges.

(a) I send you a message: Encrypt(KEYsarah_private, “Homework is due tomorrow”)

(b) You send me a message: Encrypt(KEYsarah_public, Encrypt(KEYmy_private, “I need another day.”)) 

4. [Session 30] Please come up with a funny/creative scenario similar to the Pentagon Traffic Analysis example where traffic analysis could be used to gain information, even if you can’t read the contents of the traffic.
