
1)  How is a computer system protected from a user program that goes into an infinite loop?

Two part answer:

� The operating system (OS) starts a count-down CPU-timer before turning control of the CPU over to the

user program (i.e., before the OS points the PC at the user program).  If the CPU-timer expires, it interrupts

the user program causing the operating system to run.

� To prevent a user program from setting the CPU-timer (thus preventing it from expiring), we can make the

instruction that sets the CPU-timer privilieged (i.e., only executable by a program running in “system”

mode).

2)  Assume special I/O instructions are used to fill I/O-controller registers.  Why can’t a user program use these

instructions to communicate with the I/O device directly and “by-pass” the operating system’s protection

checking?

We can make the special I/O instructions privilieged (i.e., only executable by a program running in “system”

mode), so a user program cannot execute them.

3)  Assume that memory-mapped I/O is used.  Since Load and Store instructions are used to communicate with

the I/O-controller registers, why can’t a user program communicate with the I/O device directly and “by-pass”

the operating system’s protection checking?

We CANNOT make the Load and Store instructions privilieged (i.e., only executable by a program running in

“system” mode) because the user program must be able to access its variables in memory.  Fortunately, the

memory-management unit (MMU) is already restricting a user program to its block of addresses (e.g., by

StartMemory and EndMemory registers).  Therefore, we just need the I/O-controller register addresses to be

outside the user programs block of addresses.

4)  Suppose we had a block transfer from an I/O device to memory.  The block consists of 4096 words and one

word can be transferred at a time.   For each of the following, indicate the number of interrupts needed to

transfer a block:

a)  programmed-I/O -- Zero (0) since interrupts are not being used.  HOWEVER, the CPU is wasting time

waiting on the slow I/O device.

b)  interrupt-driven I/O -- 4096.  Once for each word, but the CPU is doing useful work running other processes

c)  DMA (direct-memory access) -- 1. One interrupt after the DMA controller has copied the whole block and

needs more work to do.

5)  What is the main differences between programmed I/O and interrupt-driven I/O?

Programmed I/O is simplier, but the CPU waits on the slow I/O device, thus wasting the CPU’s time

6)  What is the main differences between interrupt-driven I/O and DMA?

Both use interrupts and allow the CPU to perform useful work during the I/O, so its more of a “granularity”

issue (see problem 4)
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7)  Suppose we have a 4 GB (232 bytes) memory that is byte addressable, and a 2 MB (221 bytes) cache with   

     256 (28) bytes per block.

a)  How many total lines are in the cache?  221 bytes / 28 bytes per line(block)  = 213
 lines

b)  If the cache is direct-mapped, how many cache lines could a specific memory block be mapped to?  1

Only 1 since the memory block has only a single choice

c)  If the cache is direct-mapped, what would be the format (tag bits, cache line bits, block offset bits) of the    

     address?  (Clearly indicate the number of bits in each)

offset with line(block)line #tag

8-bits13-bits11-bits

d)  If the cache is fully-associative, how many cache lines could a specific memory block be mapped to?

2
13 -- any cache line

e)  If the cache is fully-associative, what would be the format of the address?

offset with line(block)tag

8-bits24-bits

f)  If the cache is 8-way set associative, how many cache lines could a specific memory block be mapped to?

8 since each set is of size 8 (any “way” of the 8-way set-associative cache) 

g)  If the cache is 8-way set associative, how many sets would there be?

213 lines / 8 lines per set = 210
 sets

h)  If the cache is 8-way set associative, what would be the format of the address?

offset with line(block)set #tag

8-bits10-bits14-bits
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