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Abstract

Wireless communication has made great strides over the past few years. In some areas of the
world, there are more wireless communication devices than human beings. In places like
Finland the majority of the telephone access lines are wireless. Commuter trains in metropolitan
areas of the United States often have so many wireless phones ringing at once that it is
impossible to tell whose is ringing. Global telephone service was introduced about three years
ago using wireless technology and low orbiting satellites.

Developments of wireless data networks/wireless LAN have proceeded a bit slower due to the
higher bandwidth and higher data integrity requirements of data packets for some data
applications. In voice communication, the occasional loss of a voice packet will not be noticed
by the user. However, the lost of a packet when transmitting a binary file that contains
executable code can be disastrous.

Wireless LAN is the next frontier that we need to conquer in the networking world. Much
progress has occurred over the last three years, but we still lack the degree of standardization and
robustness that would make wireless LAN ubiquitous. There are many issues associated with
wireless communication and mobile stations. Some of these issues are: 1) the use of licensed or
unlicensed frequencies for communication, 2) the topology of the network, 3) the coverage area
and interference characteristics of the type of transmission used, 4) the relative speed with which
the mobile station moves, 5) authentication of users, 6) privacy and security of transmitted data,
7) protocols used at the various network layers and 8) hierarchy and organization of fixed and
mobile stations.

In this paper I will discuss these issues and attempt to explain why developments of wireless
LANs may be progressing a bit slower than some would expect. The operation of wireless and
wired networks will be contrasted throughout the paper.
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Introduction

There are basically two type of wireless transmission, infrared (IR) and radio frequencies (RF).
The IR systems only detect the amplitude (i.e. not the frequency or phase) of the signal and are
less expensive to built than RF systems. Many modern portable computers and printers have IR
ports that are easy to use. In a room with average absorption and reflection characteristics, the
coverage of IR signals is typically up to 20 meters. IR signals can be easily interfered with by
sources such as the sun and fluorescent lights. The rest of this paper will be dedicated to RF
systems.

Before we proceed to discuss the details of radio frequencies, it is important to have a clear
understanding of the type of networks under consideration in this paper. There are various ways
to classify wireless LANs. First of all, we could consider networks that only have fixed stations
versus those that have both mobile and fixed stations. Secondly, we could consider indoor only
networks, outdoor only networks or both of them. Finally, we could consider ad-hoc networks
(stations communicate with each other directly) or cell orientated networks (which have several
mobile stations - MS, and a fixed transmitter/receiver per cell-frequently called an access point –
AP). Cell-orientated networks allow for the re-use of frequencies from cell to cell. They are a
bit more complex because mechanisms must be found to permit an MS to transparently move
from cell to cell. In each case we will concern ourselves with the later case. In other words, we
will consider networks that include both fixed and mobile stations, we will make no distinction
between indoor and outdoor networks and we will focus on cell-orientated networks.

Radio Frequencies

RF transmissions generally use frequencies between 30 kHz and 30 GHz. Within this frequency
span, there are many sets of licensed and unlicensed frequencies. In the United States, licensed
frequencies are allocated by the Federal Communication Commission (FCC), in Europe by
European Conference of Postal and Telecommunications Administration (CEPT), in Japan by
Musen-setsubi Kensa-kentei Kyokai (MKK). Organizations like the FCC decide what
frequencies will be available for military and civilian applications and which of these frequencies
will be licensed (i.e. available for a fee) or unlicensed. In 1985 the FCC decided to set aside
three bands of unlicensed frequencies for industrial, scientific and medical (ISM) applications
[12]. Typically these frequencies are 902-928, 2400-2483.5 and 5725-5850 MHz [4]. Some of
these frequencies are used in cordless/wireless devices in your households such as telephones,
remote controls for fans and lights, as well as in other household devices such as microwave
ovens.

The ISM frequencies are also used in the USA for wireless data networks. Most countries have
reserved portions of the 2.4GHz spectrum for ISM functions. Due to the universal availability of
these frequencies, standards have been developed for the use of these frequencies for wireless
Local Area Networks (LAN). These standards are known as IEEE 802.11 and, particularly, the
IEEE 802.11b, they provide physical and medium access control (MAC) layer specifications.
Most recently, two other standards have been developed, the IEEE 802.11a and the IEEE



802.11g [7]. The 802.11a standard makes recommendations on the use of the 5.15-5.35 and
5.725-5.825 GHz frequencies.

The FCC has licensed a number of frequencies that can be used for wireless LANs. One set of
such frequencies is referred to as multichannel multipoint distribution services (MMDS). This
service was designed to distribute television and telecommunication signals up to 50 km. Many
of the original frequencies were licensed for one-way transmission, but the FCC is now allowing
the conversion of these frequencies to two-way communication to support wireless Internet
services. A subset of these frequencies was reserved for educational and non-profit
organizations. They were designated instructional television fixed service (ITFS) frequencies.
The MDS and MMDS frequencies consist of 33 6-MHz channels located in the 2.150-2.162 and
2.5-2.684 GHz bands [12].

A second set of licensed frequencies is located in the 28 GHz band and it is intended for local
distribution. These frequencies are referred to as local multipoint distribution systems (LMDS).
The advantages of these licensed frequencies are that one can normally transmit at higher power
levels and without interference from other unlicensed users [12].

Signal Propagation

Signal propagation is severely affected by the obstacles that it encounters along the way. The
first impediment is signal attenuation which, at best, decreases with the square of the distance
from the transmitter and frequently decreases with exponents of 3 to 5 [8]. Another impediment
is the effect of multipath. This is brought about by signals reflecting off objects and, therefore,
taking different paths in going from the transmitter to the receiver. The receiver must be clever
enough to recognize that the two signals arriving ∆t seconds apart are the same signal and the
weaker signal should be ignored. Of course, the situation would be worse if the obstacle blocked
the signal completely.

Lower frequency signals are capable of penetrating more obstacles such as trees and walls.
Indoor propagation is severely affected by metallic objects. Outdoors, leaves on trees and water
tend to block the propagation of the signal.

In general, the higher the frequency the faster the transmission, but the shorter the range. This
characteristic is exacerbated by the low transmission power required by the regulating agencies.
Transmission power is usually limited to 1 Watt or less whether the network is indoor or
outdoor.

Standards

The IEEE 802.11 standard was approved in 1997. Initially, it was applied to wireless LANs in
the 2.4 GHz spectrum. It specified the characteristics of the physical and medium access control
layers for this service. It was heavily influenced by the vendor’s practices at the time.



One of the characteristics of wireless transmission in the unlicensed spectrum is that there is
going to be interference from other unlicensed signals. The challenge is to find ways for our
unlicensed signals to get through the majority of the time. Most frequently this is accomplished
using spread spectrum techniques.

The basic idea is to use a wider spectrum than would be necessary to transmit the required
information. In other words, the information would be coded/spread in such a way that would
make it difficult to intercept or interfere it. The data would be more evenly distributed over the
frequency spectrum. There are two types of spread spectrum in common use, Direct-Sequence
Spread Spectrum (DSSS) and Frequency-Hoping Spread Spectrum (FHSS).

The IEEE 802.11b specifications define the physical characteristics of both DSSS and FHSS
transmission in the 2.4 GHz band. They would be considered a frequency division multiplexing
protocols. DSSS uses wider subchannels (e.g. 25 MHz) than FHSS (e.g. 1 MHz). FHSS
transmits on a subchannel for a very short period of time (e.g. 400 ms) and then hops to the next
channel in the hopping sequence that they are programmed to operate in. Interference among
different networks can be reduced if the programmed hopping sequences are chosen to be
orthogonal to each other. To avoid interference among different networks using DSSS, they
should be programmed to operate on different subchannels. Typically DSSS systems will have
three subchannels to pick from. The FHSS standard divides the same spectrum (83.5 MHz) into
79 subchannels.

The regulating organizations also control the amount of power that a transmitter can emit, in a
given frequency, in the various countries under their jurisdiction. For the unlicensed 2.4 GHz
frequencies, these power levels vary from a low of 10 mW in Japan up to 1 Watt in the USA.

The 802.11b standard proclaims data rates up to 11 Mbps for DSSS service under half duplex
operation. The maximum data rates for FHSS systems is 3 Mbps per unique non-interfering
hopping sequence. Typically, there are 12 of these sequences for an overall throughput of 36
Mbps. A comparable throughput for the 3 DSSS channels transmitting at 11 Mbps is 33 Mbps.

In 1999, the standard organizations accepted a new standard referred to as IEEE 802.11a. This
new standard shares some characteristics with the High Performance Radio LAN (HiperLAN2)
which was developed in Europe by the Broadband Radio Access Networks (BRAN) group of the
European Telecommunication Standard Institute (ETSI). Both standards use Orthogonal
Frequency Division Multiplexing (OFDM), although 802.11a uses a Coded version of OFDM
referred to as COFDM. The HiperLAN2 standard is based on the principles of Asynchronous
Transfer Mode (ATM) networks, while 802.11a uses carrier sense multiple access with collision
avoidance (CSMA/CA) techniques similar to the Ethernet protocols [7].

With regard to the specified frequencies, 802.11a uses the newer 5 GHz Unlicensed National
Information Infrastructure (UNII) frequencies. Here again there are also significant differences
among the countries implementing these newer protocols. IEEE 802.11a specifies the use of
5.15-5.35 and 5.725-5.825 GHz frequencies. This frequency spectrum is divided into three
100MHz domains. The lower 100MHz is restricted to 50 mW of power, the second 100MHz
domain is restricted to 250 mW and the third domain is intended for outdoor use and it is limited



to 1 W of power. However, in Europe the third domain is not available and in Japan neither the
second or third domains are available. Therefore, 802.11a devices in those countries will have a
harder time achieving the 54 Mbps data rate proclaimed by the standard.

A newer IEEE 802.11g standard has now been proposed. It is an attempt to facilitate the
interoperation of 802.11b and 802.11a equipment and it supports transmissions up to 54 Mbps in
the 2.4GHz band.

Another recent development on the wireless front is the development of a Bluetooth Special
Interest Group to promote the use of the Bluetooth standard [6]. The Bluetooth standard
supports peer communication among (up to 8) fixed or mobile devices. All devices have the
same implementation, but when forming a network, one of the devices will usually act as a
master and the others as slaves. They use the 2.4 GHz ISM band and FHSS that changes
frequency channels 1600 times a second.

Bluetooth devices are expected to be more economical than other wireless devices because they
use less power, transmit at lower speeds (1 Mbps or less) and have a shorter range (typically
under 10 m). The communication chips for these devices are very small and they can be easily
added to the design of devices like personal digital assistants (PDA), cellular phones and digital
cameras. One of the limitations of Bluetooth devices is that they are not aware of the capabilities
of the devices they are communicating with, thus they can easily overwhelm the receiver.

There are many other developments on the wireless scene heading toward acceptance and
standardization. Some of them are the Wireless LAN Interoperability Forum (WLIF), the shared
wireless access protocol (SWAP) created by the HomeRF Working Group [9], and the Wireless
Application Protocol (WAP) consortium [13].

Security

A common concern with wireless LANs is that of data security. While is it true that anyone with
an antenna and an appropriately tuned receiver can capture your transmission, decoding it may
be a more difficult, provided that the transmitting entity has taken some precautions.

The IEEE 802.11 standard provide authentication (used to establish the identity of stations to
each other) and privacy (used to prevent the contents of the message from being read by other
than the intended recipient. IEEE 802.11 requires successful authentication before a station can
establish an association with an AP. The type of authentication is not specified. “The standard
provides for the optional usage of encryption to assure privacy. The algorithm specified in the
standard is WEP” [11]. The Wired Equivalent Privacy algorithm uses an encryption algorithm
based on the RC4 encryption algorithm developed by Ronald Rivest in 1987. Typically, a 40-bit
secret key is shared by the participants.

Unfortunately, many systems are in operation that lack even minimum security features. For
instance, if a key is required for authentication, simple words like the name of the company will
be used (e.g. IBM or Pepsi). Most of the wireless transmissions are also not encrypted at all.



Current State of Equipment and Technology

Wireless LAN systems can be deployed either indoors or outdoors. The range of transmission
indoors is severely restricted by the attenuation created by obstacles such as walls and furniture
and interference by other radio signals within the building (e.g. microwave ovens). Indoor
ranges are typically restricted to tens of meters. Outdoor installations are affected by buildings,
trees and other radio signals. Their range is typically in the hundreds of meters. The majority of
the earlier wireless development was for equipment requiring (nearly) clear line-of-sight (LOS)
between the transmitter and receiver.

New transmission techniques have been introduced recently to alleviate the LOS requirement.
This has brought to us non line-of-sight (NLOS) services which most commonly use OFDM
technologies and frequently require license frequencies. The majority of the currently available
commercial equipment is LOS equipment, however a major expansion in the NLOS market is
expected in the very near future.

There are dozens of (LOS) vendors that offer 802.11b devices in the 2.4 GHz spectrum at
competitive prices. There are many devices that implement the DSSS protocol and fewer
devices that implement the FHSS protocol. DSSS devices tend to be more economical and are
more likely to be interoperable. For specific information about current vendors and providers,
you may consult (among others) the following industry associations or alliances: Wireless
Ethernet Compatibility Alliance (WECA) [15], Wireless Internet Service Providers Association
(WISPA) [17], Broadband Wireless Exchange [3] and Wireless LAN Association (WLANA)
[18].

Vendors in the DSSS arena range from the giants of communication like Cisco and Lucent
Technologies down to smaller companies manufacturing only a few specific components. In the
FHSS arena there are fewer vendors but they seem to be more established. Some of these
companies are Alvarion formerly known as Breezecom [1] and Proxim.

LOS service is estimated to reach between 40 and 50% of the population in a given area. NLOS
service is predicted to increase the service area to 75 to 95% of the population with the same or
fewer number of transmission towers.

NLOS equipment is currently available from at least the following manufacturers Wave Rider
Technologies [14], who uses the 900 MHz ISM band, NextNet [10] that uses MMDS licensed
frequencies, Beam Reach Networks [2] that uses the experimental 2.3 GHz (Wireless
Communication Services -WCS) and MMDS frequencies, Alvarion and WiLan [16] that use 3.2
GHz licensed frequencies. The use of the 3.2 GHz frequencies is common in countries other
than the United States.

NLOS transmitting (AP) equipment is newer and considerably more expensive than similar LOS
equipment. Access Points for LOS service are typically under a $1000 while similar pieces of
equipment for NLOS service run between $25,000 and $50,000. The cost of Customer Premise



Equipment (CPE) does not vary as much. The LOS CPE range in cost between $100 and $500
while the NLOS CPE devices are currently priced around $500, but are expected to drop to about
half of that price within 18 months.

Conclusions

1) Wireless LANs are new and we can expect to see many changes in the months to come I have
described above, the changes and refinements in technology from IEEE 802.11, to IEEE
802.11b, IEEE 802.11a, IEEE 802.11g, Bluetooth, HomeRF, etc. There are many more research
projects being worked on in the laboratories

2) Security of Wireless LANs will continue to be a concern. Technologies exist that will help
users secure the transmission of their information over a wireless link, but users appear
complacent.

3) The availability and quality of wireless LAN service will continue to improve. We are
already seeing services starting to appear in public areas like airports and coffee houses. The
quality of the signal will continue to improve as more sensitive radios and/or transmitting
techniques are developed.

4) The cost of the wireless LAN equipment will come down as standards are firmed up and
vendors can mass produce the electronics used in the radios.

5) Mobile service within a limited area is now possible with NLOS equipment. Someday it may
be possible to cruise the Internet while someone else drives us coast-to-coast.
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